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Background

// .../jsoup/parser/HtmlTreeBuilderState.java

boolean process(Token t, HtmlTreeBuilder tb) {
  if (t.isCharacter() && inSorted(
    tb.currentElement().normalName(), InTableFoster)) {
      ...
      return tb.process(t);
    }
    ...
    } else {
      tb.popStackToClose(name);
-      tb.resetInsertionMode();                         
-      if (tb.state() == InTable) {
+      if (!tb.resetInsertionMode()) {
        tb.insert(startTag);
        return true;
      }
      return tb.process(t, InHead);
      ...
}

Figure.  Code change in jsoup at Version 1.12.1 for CVE 2021-37714
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Observation

Key Idea - I

Joint Learning of Vulnerability Detection and Assessment (VD + VA, i.e., VDA)

Commit-Level VDA with Multi-Task Learning
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Observation

Key Idea - II

[Program Dependencies] To detect and assess a vulnerability, a model 
needs to consider the program dependencies among the statements.

Capture program dependencies in Code Change Representation Learning 
via a Graph Neural Network
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Observation

Key Idea - III

[Context] Same/similar changes occurring in different surrounding 
contexts might cause different effects.

Leverage multi-version graph and graph-based representation 
learning for obtaining contextualized embeddings for code changes.
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Step I: Representing Code Changes with Multi-Version PDG



CAT: Architecture Overview



Step II: Code Change Representation Learning
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CAT: Architecture Overview



Step III: Multi-Task Learning

v Task 1. Vulnerability Detection



Step III: Multi-Task Learning

v Task 1. Vulnerability Detection 
v Tasks 2 – 8. Vulnerability Assessment Type Prediction
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v Task 1. Vulnerability Detection 
v Tasks 2 – 8. Vulnerability Assessment Type Prediction



Empirical Evaluation

(RQ1) Comparison of Learning-Based Vulnerability Detection Approaches on C/C++ Dataset
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Table 1. Dataset Statistics



Empirical Evaluation (RQ1)

Table 2. Comparative Study on Vulnerability Detection



Empirical Evaluation (RQ1)

Table 2. Comparative Study on Vulnerability Detection

CAT improves over the state-of-the-art approaches for vulnerability detection by 
11.3% - 146% in Precision, 10.4% - 553% in Recall, and 13.4% - 322% in F1-Score. 



Empirical Evaluation

(RQ1) Comparison of Learning-Based Vulnerability Detection Approaches on C/C++ Dataset

(RQ2) Comparison of Vulnerability Assessment Type Prediction on C/C++ Dataset



Empirical Evaluation (RQ2)

Table 3. Comparative Study on Vulnerability Assessment Type Prediction



Empirical Evaluation (RQ2)

Table 3. Comparative Study on Vulnerability Assessment Type Prediction

o CAT improves over the state-of-the-art DeepCVA by 25.5% in macro F1-Score 
and 26.9% in multi-class MCC. 

o  



Empirical Evaluation (RQ2)

Table 3. Comparative Study on Vulnerability Assessment Type Prediction

o CAT improves over the state-of-the-art DeepCVA by 25.5% in macro F1-Score 
and 26.9% in multi-class MCC. 

o The largest relative improvement is observed in Access Complexity and Access 
Vector metrics, which, more often than not, are extensively checked for in the 
changed code context, which is well represented in CAT and not DeepCVA.



Empirical Evaluation

(RQ1) Comparison of Learning-Based Vulnerability Detection Approaches on C/C++ Dataset

(RQ2) Comparison of Vulnerability Assessment Type Prediction on C/C++ Dataset

(RQ4) Studying Relevant Classification Features in the Context of Program Dependencies



Empirical Evaluation (RQ4)

Table 4. Percentage (%) of commits in which CAT correctly uses the vulnerable 
statements/dependencies as the key features in VDA.



Empirical Evaluation (RQ4)

Figure. Contributions of different statements in an example for which CAT correctly 
identifies the presence of vulnerability, and all vulnerability assessment types.



Empirical Evaluation

(RQ1) Comparison of Learning-Based Vulnerability Detection Approaches on C/C++ Dataset

(RQ2) Comparison of Vulnerability Assessment Type Prediction on C/C++ Dataset

(RQ4) Studying Relevant Classification Features in the Context of Program Dependencies

(RQ6) Generalizability: Comparison of Vulnerability Assessment Type Prediction on Java Dataset



Empirical Evaluation (RQ6)

Table 4. Dataset Statistics



Empirical Evaluation (RQ6)

Table 3. Comparative Study on Vulnerability Assessment Type Prediction



Empirical Evaluation (RQ6)

Table 3. Comparative Study on Vulnerability Assessment Type Prediction

CAT improves over the state-of-the-art DeepCVA by 31% in macro F1-Score and 
33.3% in multi-class MCC. 
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Conclusion

Scan QR code to access the 
replication package, data, and 
supplementary material.

Thank you!
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def exportSelection(self, root, doc):
    if not root:
        return null
    selection = doc.getSelection()
    if selection.rangeCount > 0:
        range_ = selection.getRangeAt(0)
        preSelectionRange = range_.cloneRange()
        preSelectionRange.selectNodeContents(root)
        preSelectionRange.setEnd(
 …, range_.startOffset, range_.endOffset)

…
    trailingImageCount = self.getTrailingImageCount(
 root, selectionState, range_.endContainer)

…
    if start != 0:
        emptyBlocksIndex = 

self.getIndexRelativeToAdjacentEmptyBlocks(
  doc, root, range_.startContainer)
        if emptyBlocksIndex != 1:

…

Motivating Example

def exportSelection(self, w, b):
    if not w:
        return null
    q = b.getSelection()
    if q.rangeCount > 0:
        r = q.getRangeAt(0)
        d = r.cloneRange()
        d.selectNodeContents(w)
        d.setEnd(
 …, r.startOffset, r.endOffset)

…
    a = self.getTrailingImageCount(
 w, p, r.endContainer)

…
    if m != 0:
        y =
 self.getIndexRelativeToAdjacentEmptyBlocks(
   b, w, r.startContainer)
        if y != 1:

…



Key Takeaways

CAT improves over the state-of-the-art approaches for vulnerability detection by 
11.3% - 146% in Precision, 10.4% - 553% in Recall, and 13.4% - 322% in F1-Score. 

CAT improves over the state-of-the-art DeepCVA by 25.5% in macro F1-Score and 
26.9% in multi-class MCC. 

CAT successfully utilizes the vulnerable statements towards correctly predicting 
the presence of vulnerability, as well as its assessment types.

CAT improves over the state-of-the-art DeepCVA by 31% in macro F1-Score and 
33.3% in multi-class MCC. 


