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Abstract

Code obfuscation is widely used in software systems and malware
to conceal program logic and hinder analysis, posing significant
challenges for both human developers and automated tools. While
large language models (LLMs) have shown strong capabilities in
code understanding, our preliminary study shows that LLM per-
formance significantly degrades on obfuscated code, suggesting a
reliance on superficial lexical cues rather than deep semantic rea-
soning. To address this limitation, we propose CodeSteer, a novel
attention steering approach that reallocates model attention toward
semantically relevant program elements, including backward slices
for output prediction and control-flow paths for execution rea-
soning. Our method integrates lightweight program analysis with
inference-time attention steering to guide LLMs toward the core
input-to-output dependencies of a program. Experiments across
multiple models and datasets demonstrate that CodeSteer signifi-
cantly improves performance on obfuscated code, often recovering
comparable accuracy to the level of unobfuscated programs.We also
show CodeSteer’s practical utility through a case study on buffer
overflow detection, highlighting its potential for malware/vulnera-
bility analysis and reverse engineering of obfuscated code.
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1 Introduction

Malware frequently leverages code obfuscation to disguise its attack
mechanisms and internal logic, posing challenges for program anal-
ysis and reverse engineering. Code obfuscation is also widely used
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in software to protect intellectual property and conceal business
logic. Obfuscation techniques transform a program into a seman-
tically equivalent form that is intentionally difficult for humans
to read or understand. Typical transformations include identifier
renaming, control-flow flattening, dead-code insertion, call indirec-
tion, etc. While these transformations preserve code functionality,
they significantly reduce readability and increase the cognitive
effort required for understanding program behavior [5, 6, 20, 23].

Prior research has shown the substantial impact of obfuscation
on human comprehension. Nguyen et al. [17] reported that obfus-
cated code significantly reduces humans’ accuracy in predicting
program outputs. Their study further revealed an interesting cogni-
tive phenomenon: when variable names are adversarially renamed
to misleading identifiers, developers shift from fast, memory-based
reasoning (System 1) to slower analytical reasoning (System 2) [17].
Meaningful identifier names, thus, serve as cognitive shortcuts for
code comprehension, and removing those cues forces humans to
rely on stepwise reasoning over program flows.

Large language models (LLMs) have demonstrated impressive
capabilities in tasks such as code generation, summarization, vulner-
ability detection, and program reasoning [2, 9, 11, 14, 18]. Most eval-
uations of these models are conducted on naturally written source
code where identifier names, comments, and common coding pat-
terns provide strong semantic signals. With the rapid emergence of
LLMs for code understanding and generation, an important open
question arises: whether LLMs can maintain their reasoning capabil-
ities when these signals are intentionally disrupted through obfusca-
tion? Answering this question has important implications for soft-
ware security and analysis. If LLMs remain robust to obfuscation,
they could become powerful tools for analyzing and reverse engi-
neering malware. Conversely, if LLMs are confused by obfuscated
code in a manner similar to humans, the effectiveness of current
obfuscation techniques may extend to AI-based analysis.

Our preliminary investigation reveals that LLMs are indeed sig-
nificantly affected by obfuscation. Across several models, the ac-
curacy of program output prediction decreases substantially when
programs are obfuscated, even though the semantics of the code
remain unchanged. This is consistent with the findings by Nikiema
et al. [19] as they reported a statistically significant performance
decline as obfuscation complexity increases. This observation sug-
gests that modern LLMs rely heavily on superficial lexical cues such
as identifier names and familiar coding patterns rather than purely
reasoning on program semantics. This is particularly concerning
in security-critical settings, e.g., malware analysis. The inability
of LLMs to robustly reason about obfuscated code may therefore
limit their applicability in software security. Addressing this gap is
crucial for enabling reliable AI-assisted analysis of adversarial code.
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Improving LLMs’ code understanding on obfuscated code re-
quires mechanisms that guide the models to focus on the program
elements that are truly relevant for the task at hand, e.g., program
output and execution prediction, rather than the above superfi-
cial lexical cues. A key challenge is that modern LLMs process
code primarily as token sequences, and their attention mechanisms
may distribute focus broadly across tokens that contain superfi-
cial lexical cues rather than the important statements that mainly
contribute to decide the program’s behavior. When those cues are
removed or misleading as in obfuscated code, the model may fail
to concentrate on crucial semantic dependencies.

This motivates us to propose CodeSteer, which explores at-
tention reallocation (or steering) as a training-free vehicle to
guide LLM reasoning. Attention steering has emerged as a prac-
tical mechanism for influencing the reasoning trajectory of trans-
former models by biasing attention toward important tokens [25,
26]. CodeSteer uses lightweight static program analysis to con-
struct a soft relevance prior over code tokens including static slicing,
data/control dependencies, and calling relations. This prior helps a
model to pay attention to important tokens in the absence of lexi-
cal cues. To achieve that, CodeSteer aims to steer LLM attention
toward these semantically critical program elements so that the
model’s reasoning process aligns more closely with the true data
and control flows in the program. By reallocating attention toward
these semantically meaningful structures, the model can better re-
construct the logical relationships embedded in the program despite
the absence of meaningful lexical cues.

We evaluate CodeSteer with multiple LLMs and code under-
standing datasets. Our results show that attention reallocation sig-
nificantly improves LLM output prediction and execution trace
prediction performance on obfuscated code, recovering much of
the accuracy lost due to obfuscation, even with the accuracy com-
parable to that obtained on the original unobfuscated code.

Interestingly, in a few scenarios, the steered models even outper-
form their accuracy on the original programs. A deeper analysis
reveals that the steering process induces longer and more meaningful
reasoning traces in the models, suggesting that they allocate more
tokens to intermediate reasoning steps. This behavior resembles
the cognitive shift observed in humans: once lexical shortcuts such
as meaningful names are removed, both humans and LLMs appear
to rely more heavily on deliberate reasoning processes analogous to
System 2 thinking as in humans [17]. Consequently, the model may
analyze program semantics more thoroughly than when relying
on superficial cues in the original code. Importantly, we showcase
the practical utility of CodeSteer through a case study on buffer
overflow vulnerability analysis, underscoring its promise for
malware analysis. This paper makes the following contributions:
(1) Our findings have important implications for both software se-

curity and model code intelligence. First, they suggest that LLMs
are vulnerable to obfuscation in a way similar to humans, im-
plying that existing obfuscation techniques may remain effective
against LLMs. Second, our results show that targeted attention
steering can mitigate this limitation and substantially improve
reasoning over obfuscated code. Thus, steered models are useful
for understanding obfuscated code in malware analysis.

(2) We propose a novel attention reallocation framework that relies
on light-weight static priors including static slicing, data/control

Example 1: Non-obfuscated program

1 public class BinomialCoefficient {
2 public static void main(String[] args) {
3 int n = 3;
4 int k = 2;
5 int coefficient = binomialCoefficient(n, k);
6 System.out.println(coefficient);
7 }
8 public static int binomialCoefficient(int n, int k) {
9 int res = 1;
10 if (k > n - k)
11 k = n - k;
12 for (int i = 0; i < k; ++i) {
13 res *= (n - i);
14 res /= (i + 1);
15 }
16 return res;
17 }
18 }

Representative model generation

”The binomialCoefficient function calculates the binomial coefficient𝐶 (𝑛,𝑘 ) ,
which is the number of ways to choose 𝑘 elements from a set of 𝑛 elements. The
function uses an iterative approach to calculate the coefficient. It first checks
whether 𝑘 is greater than 𝑛 − 𝑘 and, if so, sets 𝑘 = 𝑛 − 𝑘 to reduce the number of
multiplications. The result is initialized to 1, and for each 𝑖 the function multiplies
by (𝑛 − 𝑖 ) and divides by (𝑖 +1) . The expected output of the program is 3 because
the binomial coefficient𝐶 (3, 2) is 3. Therefore, the exact console output is 3.”

Figure 1: Model reasoning on non-obfuscated code

dependencies, and calling relations. It guides a model to focus
on semantically relevant program elements for better compre-
hension of obfuscated code in dynamic behaviors.

(3) We demonstrate through extensive experiments across multiple
LLMs and datasets that steering significantly mitigates the neg-
ative impact of obfuscation and improves model performance.

2 Motivating Example

Non-obfuscated Code. We start from a Java program that computes
the binomial coefficient 𝐶 (3, 2) (Figure 1). We first modified that
program by using an obfuscation tool to rename the variables, add
dead code, and change the control flow (Figure 2). Both programs
produce the same output, yet our goal is to investigate whether
obfuscation changes how the model gets to that answer.

We used the following to prompt Qwen2.5 7B on the original
code: “You will analyze the Java program provided below. First, ex-
plain how you will predict the output for the code snippet. Then,
simulate it as a compiler would and print the exact console output.”

Color Codes: The colored emphasis is added by us to highlight the reasoning
pattern expressed in the model generation: semantic retrieval / use of pretrained
algorithm knowledge; control-flow inspection and simplification of obfuscation
artifacts; state tracking and arithmetic simulation; final output prediction.

The output from GPT-4 was shown in Figure 1. As seen, the
model exploits the descriptive method name binomialCoefficient

and answers in a retrieval-style manner, immediately mapping
the task to a familiar mathematical formula and computing the out-
put via the formula. That is, the original version enables algorithm
recognition, encourages a semantic shortcut. The model might fall
into the scenario of not spending much space reasoning branches
or narrating loop iterations; instead, it quickly maps the method
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Example 2: Fully obfuscated program

1 public class C_7a2cbda3 {
2 public static void main(String[] args) {
3 if (((3 * 3) - 9) != 0) {
4 int _obf_t5_main_405592 = 0;
5 _obf_t5_main_405592++;}
6 if (((2 * 2) + 1) > 0) {
7 int _obf_t5_main_405592_m = 0;
8 _obf_t5_main_405592_m += 0;
9 } else {
10 int _obf_t5_main_405592_e = 1;
11 _obf_t5_main_405592_e -= 1;}
12 int _obf_t5_main_405592_h = (1 ^ 1);
13 if (_obf_t5_main_405592_h != 0) {
14 _obf_t5_main_405592_h += 1;}
15 int n = 3;
16 int k = 2;
17 int coefficient = m_O0lI1(n, k);
18 System.out.println(coefficient);}
19 public static int m_O0lI1(int n, int k) {
20 int _obf_t5_m_O0lI1_591095 = 0; _obf_t5_m_O0lI1_591095 += 0;
21 int res = 1;
22 if (k > n - k)
23 k = n - k;
24 for (int i = 0; i < k; ++i) {
25 res *= (n - i);
26 res /= (i + 1);}
27 return res;}
28 }

Representative model generation

“The main method starts by evaluating the condition ((3 * 3) - 9) != 0. This
simplifies to 9 − 9 ≠ 0, i.e., 0 ≠ 0, so the first block is skipped. The next condition
((2 * 2) + 1) > 0 becomes 5 > 0, so the second block executes, although it has
no effect on the final value. The variable _obf_t5_main_405592_h is initialized
as 1 ˆ 1, which is 0, so the following guarded block is also skipped.
The variables 𝑛 and 𝑘 are initialized to 3 and 2, and m_O0lI1(n, k) is called.
Inside m_O0lI1, the result res starts at 1. Since 𝑘 > 𝑛 − 𝑘 (2 > 1), the method
updates 𝑘 to𝑛 −𝑘 = 1. The loop now runs once. For 𝑖 = 0, res *= (n-i) changes
res from 1 to 3, and res /= (i+1) keeps it at 3. The method returns 3, which is
assigned to coefficient. The program prints 3.”

Figure 2: Model reasoning on fully obfuscated code

name binomialCoefficient to a known concept and explains the out-
put at the formula level. Thus, the explanation is primarily driven
by recognizing the lexical cue in binomialCoefficient as a familiar
combinatorial routine, with relatively little attention devoted to
reasoning about statements and branch/loop conditions.

Obfuscated Code. Next, we used the same prompt on the ob-
fuscated version with renamed variables, dead code, and changed
control flow (Figure 2). As seen in its textual output, the descrip-
tive cue disappears and the surrounding code becomes cluttered
with opaque predicates and no-op statements. Once the descriptive
method name is removed and obfuscation artifacts are inserted,
the model then appears to shift into an execution-style mode and
the generation changes noticeably. Instead of jumping directly to
a formula-level explanation as earlier, the model walks through
opaque predicates, dead blocks, and arithmetic updates in each it-
eration. The answer is correct, but the path to the answer is now
explicitly trace-based, even though these steps are unnecessary
once the algorithm is recognized. This behavior parallels the cogni-
tive shift observed in humans: when lexical shortcuts (meaningful
identifier names) are removed, LLMs relymore heavily on deliberate
analytical reasoning. This phenomenon is similar to humans’ be-
haviors in which human developers switch to System 2’s deliberate
thinking when the lexical patterns in the code disappear [17].

3 Preliminary Study

We first conducted a preliminary study that establishes our empiri-
cal premise on whether semantically preserving obfuscation reduces
LLM performance on program output prediction even when the un-
derlying program behavior is unchanged. We intentionally restrict
this preliminary study to the output-prediction setting. If a model
produces an incorrect output for an obfuscated program, it indicates
that the model has failed to capture the correct execution.

Data Collection and Benchmark Selection. Our preliminary study
uses Java benchmark instances derived from two benchmarks: Hu-
manEval [27] and CruxEval [10]. We chose them because they
provide controlled, executable benchmarks for evaluation with reli-
ably built ground truth for dynamic reasoning tasks including output
prediction and execution-trace prediction. For HumanEval-X [27],
we use the Java split containing 164 tasks. For CruxEval-X [10], we
start from the benchmark’s output-prediction setting and retain
only those Java-translated instances whose benchmark harnesses
execute reliably and from which output-prediction supervision can
be derived directly. After filtering, the evaluation corpus contains
164 HumanEval-X snippets and 698 CruxEval-X snippets.

Note that the effective size of the dataset is determined not only
by the number of snippets, but also by how many output-checking
cases can be derived from each snippet, i.e., how many usable seed
checks each snippet provides and how many variants of checks
can be generated from those seeds. HumanEval-X contains fewer
snippets overall, but many of its benchmark harnesses include mul-
tiple boolean checks. Each such check can serve as a seed assertion
and can further produce additional validated counterfactual muta-
tions, resulting in relatively large case packs per snippet.

Counterfactual Output-Prediction Case Construction. We derive
output-prediction labels automatically from the original benchmark
harnesses rather than annotating them manually. For each retained
snippet, we construct a validated counterfactual case pack starting
from seed true-cases extracted from the harness. In HumanEval-X,
these seeds correspond to boolean expressions inside List<Boolean>

correct = Arrays.asList(...); in CruxEval-X, they correspond to
assert(...) predicates. Each seed is re-executed on the actual pro-
gram, and seeds that do not evaluate to true are discarded as un-
stable. Starting from the surviving seeds, we generate candidate
false-cases by applying small mutations to the original checks. Fol-
lowing mutation testing, our mutation operation types include
expected_value_mutation, threshold_mutation, literal_perturbation, argu-
ment_perturbation, comparator_flip, and negation_fallback. Each mu-
tated case is retained only if it executes successfully and evaluates
to false. Finally, we remove trivial literal cases, including assert

true/false, assert stringLiteral, as the model can easily guess the
output after mutations. We keep only non-trivial cases that are
validated through program execution. This procedure yields 1,922
validated output-prediction cases for HumanEval-X and 1,378 for
CruxEval-X. Averaged over snippets, this corresponds to 11.72 cases
per HumanEval snippet and 1.97 cases per CruxEval-X snippet.
Although CruxEval-X contributes more programs, HumanEval-X
contributes substantially larger case packs per program.

Obfuscation Augmentation and Semantic Validation.We augment
each clean Java snippet with semantics-preserving source-to-source
obfuscated variants. Our transformation space is organized into
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Table 1: Preliminary output-prediction results. Obfuscated

results aggregate across all 4 obfuscation types.

P@1 (Orig.) (%) P@1 (Obf.) (%)

Qwen2.5-7B HumanEval-X 76.49 64.01
CruxEval-X 83.11 71.40

DeepSeek-6.7B HumanEval-X 77.74 68.29
CruxEval-X 78.98 66.93

Qwen2.5-14B HumanEval-X 94.63 85.31
CruxEval-X 92.14 86.48

DeepSeek-V2-Lite HumanEval-X 90.31 80.18
CruxEval-X 91.56 81.11

four representative families: identifier renaming, dead-code injec-
tion, control-flow flattening[16], and call indirection. To ensure that
obfuscation does not change program semantics, each transformed
variant is validated against the original benchmark harness and
retained only if the observable behavior matches the original, in-
cluding task-relevant labels under the harness.

Experimental Procedure and Metric. For each individual case in a
case pack, we prompt the model separately with the corresponding
program and ask it to return the answer containing a binary pre-
diction, T or F. Each case is evaluated with three independent runs
under the same prompting and decoding regime. A case is counted
as passed at 𝑘 if at least one of the first 𝑘 independent responses
for that case matches the ground-truth label. The reported score is
the proportion of cases that pass within 𝑘 attempts.

Preliminary Results. In Table 1, the obfuscated condition is con-
sistently lower than the original condition at Pass@1. This pattern
appears on both HumanEval-X and CruxEval-X, indicating that
semantics-preserving obfuscation degrades output-prediction per-
formance. This result has the following implications:

(1) LLM performance degrades substantially when code obfus-
cation is present. In particular, their ability to reason about program
behavior becomes significantly weaker on obfuscated programs,
mirroring the confusion experienced by humans when reading
obfuscated code as reported by Nguyen et al. [17].

(2) The decline in accuracy arises because obfuscation disrupts
surface-level lexical and structural cues that LLMs often exploit
when analyzing non-obfuscated code, (see motivating example).

(3) These findingsmotivate our next question in this work: whether
inference-time attention steering can redirect an LLM toward se-
mantically relevant program elements and thereby (partially) re-
cover the performance lost under obfuscation. This would help
improve its code understanding, leading to better malware analysis.

4 Post-Hoc Attention Steering

In this work, we evaluate models’ capability in two fundamental
tasks in code understanding: execution prediction and output pre-
diction. Execution prediction requires reasoning about which state-
ments are executed for an input, while output prediction requires
the computation of variables’ values, deciding the final result.

To guide the model without training/fine-tuning, CodeSteer
constructs a static relevance prior over code tokens using light-
weight program analysis. These signals are not intended to pre-
solve these above tasks that require dynamic reasoning; rather, the
key intuition is that these static signals provide a soft bias that

helps the model allocate more attention to code regions that are
structurally connected to the program behavior being reasoned
about when the lexical cues disappear in the source code.

Concretely, CodeSteer uses control-flow and dependence infor-
mation to estimate semantic relevance. Control-flow information
captures how statements may be ordered and guarded during execu-
tion, while dependence information captures how values may flow
through assignments, variables, calls, predicates, and return expres-
sions. Based on this analysis, CodeSteer maps relevant program
elements to their corresponding source spans and then to prompt-
token positions. The resulting token set forms a soft attention prior
used by the steering algorithm during decoding, while the full pro-
gram remains available in the context. Importantly, this prior does
not mask irrelevant code or remove obfuscation artifacts. In fact,
this prior is static, it may be incomplete or noisy for concrete run-
time tasks; the LLM must still reason about branch outcomes, loop
iterations, intermediate values, and final outputs during generation.

4.1 Program Slicing to Build Steering Priors

While the statements along the static control flow from the input
are straightforward to identify, let us explain the procedure that we
use static backward slicing to identify the crucial tokens for output
prediction. First, the steering prior is a prompt-aligned relevance
distribution derived from our program dependence approximation.
It provides a stable token-level signal indicating which parts of the
program are likely to affect the output prediction.

Data Pre-processing. For a program, we first identify a set of
observable task sinks 𝑆 , defined as the expressions whose evalu-
ated values determine the task outcome. As a correctly predicted
output is crucial for dynamic reasoning, 𝑆 consists of the expres-
sions passed to System.out.println(...) within the main method. In
harness-based benchmarks, 𝑆 consists of the boolean predicates
that encode correctness, such as assertions or equality checks (e.g.,
s.vowelsCount("ACEDY") == 3). For each sink 𝑠 ∈ 𝑆 , we identify the
program elements that directly contribute to its value. If the value
of 𝑠 depends on a call to a user-defined method, we include the
corresponding call result and the associated return expressions as
output seeds, and designate that callee as a target method. Otherwise,
the enclosing method of 𝑠 is treated as the target method. When
multiple sinks or multiple target methods are present, we retain all
of them and aggregate their reachable dependencies, rather than
imposing a single sink. This ensures that the subsequent analysis
captures all elements that may affect the observable outcome.

Building Static Program Slices. Starting with a target method and
any helper methods that can be reached from them, we build a
static dependence graph using Joern. We only keep the parts of the
graph that are necessary for steering, and represent it as

𝐺 = (𝑉 , 𝐸data ∪ 𝐸ctrl ∪ 𝐸call), (1)

where the nodes correspond to program elements such as assign-
ments, variable uses, control conditions, return expressions, func-
tion parameters, method calls, and output-related predicates. The
edges capture different types of relationships: data edges represent
how values flow between variables (i.e., definition–use relations),
control edges represent how conditions (e.g., if-statements) deter-
mine if other statements execute, and call edges connect arguments
to parameters and link return values back to where they are used.
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Identifying crucial tokens for a steering prior. Our goal is to iden-
tify the subset of program elements relevant to predicting the output
for a given input. Considering only backward dependencies from
the output may include statements that do not depend on the input,
while considering only forward dependencies from the input may
include computations that do not contribute to the output. To iso-
late the relevant computation, we focus on the intersection of these
two views—i.e., the program elements that both depend on the input
and influence the output. This intersection approximates the core
input-to-output dependency path of the program and provides a
principled basis for guiding attention toward more relevant tokens.

Let 𝐼 ⊆ 𝑉 denote the input seeds, consisting of the formal param-
eters of each target method together with the actual arguments at
all call sites that can reach a task sink. Let𝑂 ⊆ 𝑉 denote the output
seeds, including the task sinks in 𝑆 and any return or call-result
nodes whose values flow into those sinks. In a simple main-style
program, 𝑂 includes the printed expression and any callee return
that contributes to it. In a harness-based setting, 𝑂 includes each
assertion or equality predicate and any user-defined call results
appearing within those predicates. Thus, 𝑂 represents the set of
observable values that determine the final answer.

To identify relevant program elements, we first compute the
backward-reachable set from the output seeds,

𝑅− (𝑂) = {𝑣 ∈ 𝑉 | ∃𝑜 ∈ 𝑂 : 𝑣 ⇝ 𝑜}, (2)

which captures nodes that may influence the output. However, this
set may include statements that are independent of the input. We
also compute the forward-reachable set from the input seeds,

𝑅+ (𝐼 ) = {𝑣 ∈ 𝑉 | ∃𝑖 ∈ 𝐼 : 𝑖 ⇝ 𝑣}, (3)

which captures nodes that depend on the input but may not affect
the output. We then take the intersection of these two sets,

𝑉slice = 𝑅
+ (𝐼 ) ∩ 𝑅− (𝑂), (4)

to retain only the nodes that lie on dependency paths from inputs
to outputs. This step filters out unrelated computations and yields
a compact set of program elements that are both input-dependent
and output-relevant. Finally, we include the governing control pred-
icates of nodes in 𝑉slice to ensure that branch conditions affecting
the execution of output-relevant statements are preserved. We re-
fer to the resulting set as a slice prior: a slice-inspired relevance
approximation designed to guide attention. This prior enables our
steering mechanism to bias the model toward output prediction.

4.2 Token Weighting and Normalization

Our method adapts PASTA [25], an existing training-free, head-
local attention-steering procedure to our problem. We replace user-
highlighted text spans with a statically constructed relevance prior
over code tokens, derived by static control flow analysis or pro-
gram slicing, and we apply the steering update only to a sparse,
automatically calibrated subset of heads during decoding [7]. Let
𝑥1:𝑛 denote the prompt tokens, consisting of the task instruction
followed by a program, and let 𝑦1:𝑇 denote the generated answer.
At decode step 𝑡 , decoder layer ℓ , and attention head ℎ, let

𝐴
(𝑡 )
ℓ,ℎ

(𝑘) = softmax
(
𝑆
(𝑡 )
ℓ,ℎ

)
𝑘
, (5)

be the attention probability assigned to valid key position 𝑘 ∈
{1, . . . , 𝐾𝑡 }. Our goal is to bias part of this attention mass toward
prompt positions that are more likely to be relevant to model rea-
soning on dynamic behaviors, while leaving model weights, tok-
enization, and the autoregressive decoding algorithm unchanged.

Each node 𝑣 ∈ 𝑉slice (computed earlier) is mapped to its span in
the source code and then to the prompt tokenization used by the
model. Let Π(𝑣) denote the set of prompt-token indices aligned to
node 𝑣 . Before decode-time mixing, we assign zero mass to instruc-
tion tokens outside the code region and concentrate the prior on
prompt tokens aligned to selected code nodes. This projection is
tokenizer-dependent; when identifiers split into subword pieces,
the induced prior may blur statement boundaries.

Each selected node receives a nonnegative weight 𝜔 (𝑣) based
on a set of conservative heuristics, including node type, proximity
to the output seed, and whether the node lies on multiple input-to-
output paths. These weights are accumulated on prompt tokens:

𝑤𝑘 =
∑︁

𝑣∈𝑉slice :𝑘∈Π (𝑣)
𝜔 (𝑣) + 𝜆 1[𝑘 belongs to a target-method body],

(6)
where the optional baseline term 𝜆 ≥ 0 prevents the prior from
collapsing onto only a few tokens. The static prompt prior is

𝑝 (𝑘) = 𝑤𝑘∑𝑛
𝑗=1𝑤 𝑗

. (7)

This prior is designed to encode likely semantic relevance, not
capturing a complete dependence analysis for all program elements.

4.3 Decode-Time Prior and Steering Update

The static prior in Equation 7 is defined over prompt tokens, but
generation unfolds over time and later decode steps also attend to
previously generated tokens. To let the intervention evolve over
generation without changing its basic form, we partition the contin-
uation into equal-count temporal bins. The purpose of these bins is
to let the prior emphasize different parts of the context at different
phases of generation, for example, stronger prompt anchoring early
in the explanation and more tolerance for generated context later.

Let 𝑏 (𝑡) be the bin containing decode step 𝑡 , let 𝑝 (𝑏 ) denote the
prompt prior used in bin 𝑏 (in the simplest case, 𝑝 (𝑏 ) = 𝑝 for all
𝑏), and let 𝑟 (𝑡 ) denote a recency prior over valid keys at step 𝑡 . We
define the decode-time prior as

𝑝 (𝑡 ) =

{
𝑝 (𝑏 (𝑡 ) ) , 𝑡 = 1,
Normalize

(
(1 − 𝜌𝑏 (𝑡 ) )𝑝 (𝑏 (𝑡 ) ) + 𝜌𝑏 (𝑡 )𝑟 (𝑡 )

)
, 𝑡 > 1,

(8)

where 𝜌𝑏 (𝑡 ) ∈ [0, 1] controls how strongly the current bin mixes
prompt relevance with recency. For each steered layer ℓ and head
ℎ, we then reweight the already normalized attention distribution
using this decode-time prior:

‘𝐴 (𝑡 )
ℓ,ℎ

(𝑘) =
𝐴

(𝑡 )
ℓ,ℎ

(𝑘)
(
𝑝
(𝑡 )
𝑘

+ 𝜀
)𝛽

∑𝐾𝑡
𝑗=1𝐴

(𝑡 )
ℓ,ℎ

( 𝑗)
(
𝑝
(𝑡 )
𝑗

+ 𝜀
)𝛽 , (9)

where 𝛽 > 0 controls steering strength and 𝜀 > 0 is a small
numerical-stability constant. Equation 9 redistributes existing at-
tention mass toward positions with higher slice prior; it does not
add external tokens or update model parameters.
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4.4 Sparse Head Calibration

We do not steer every attention head. Instead, steering is restricted to a
sparse subset of heads in each steered layer [21, 24]. This is both prac-
tical and methodological: the intervention should be strong enough
to shift attention meaningfully, but narrow enough to avoid broad
collateral disruption of unrelated attention patterns. We choose
this subset automatically using a small calibration set C. For each
layer-head pair (ℓ, ℎ), we collect the attention distribution at the
first decode step and score its alignment with the prompt prior:

𝑔ℓ,ℎ = E𝑥∼C

[
𝑛𝑥∑︁
𝑘=1

𝐴
(1)
ℓ,ℎ

(𝑘) 𝑝𝑥 (𝑘)
]
. (10)

We use the first decode step as it provides a stable prompt-conditioned
attention profile before generated tokens begin to dominate the
context. Heads with larger 𝑔ℓ,ℎ already attend more to slice-relevant
prompt positions and are the most promising targets for steering.

Let𝑀ℓ,ℎ ∈ {0, 1} denote the binary mask obtained by retaining
only the highest-scoring fraction of heads in each steered layer. In
the reported experiments, this fraction is held fixed within each
model configuration and is roughly one quarter of the heads in
each steered layer in our main setup; exact numerical values are
deferred to Section 4. The final attention distribution is

𝐴
(𝑡 )
ℓ,ℎ

= 𝐴
(𝑡 )
ℓ,ℎ

+𝑀ℓ,ℎ

(
𝐴

(𝑡 )
ℓ,ℎ

−𝐴 (𝑡 )
ℓ,ℎ

)
. (11)

If𝑀ℓ,ℎ = 0 for a head, or if 𝛽 = 0, the steering operator reduces to
the identity transformation for that head.

4.5 Decode-Time Steering Intervention

The intervention is applied only during autoregressive decoding,
not during prompt prefill. This separation is important because our
goal is to influence how the model uses the prompt while generating
the explanation, rather than to alter the initial prompt encoding
itself. In practice, we therefore build the KV cache from a prompt
prefix without steering and begin generation from the final prompt
token, so that the first steered step corresponds to a single-token
query attending over the full prompt context.

To localize the intervention, we apply steering only in a late band
of decoder layers, close to token selection. This provides enough
influence near generation while keeping earlier representation for-
mation largely untouched, thereby reducing collateral disruption
to unrelated attention patterns and making the effect easier to at-
tribute. Across all reported runs, the layer band, steering schedule,
and steering strength are held fixed, while the active head subset is
selected automatically by the calibration criterion in Equation 10.

5 Empirical Evaluation

We seek to answer the following research questions:
RQ1. Effectiveness of Model Steering. To what extent does

our steering method recover LLM performance on obfuscated code?
RQ2. Sensitivity to Obfuscation Type. Which obfuscation

techniques induce the most degradation in model performance, and
which settings are most recoverable by steering?

RQ3. Behavioral Mechanisms of Obfuscation and Steering.

How do obfuscation and steering alter both the reasoning trace as
well as the model’s internal attention dynamics during generation?

RQ3.1ReasoningTrace-Level Behavior.Howdo obfuscation

and steering change the quality and form of reasoning traces?
RQ3.2Attention-Level Behavior.With obfuscated code, what

head-level attention patterns distinguish reasoning-first from direct-
answer outputs, and how are these patterns reshaped by steering?

RQ4. Generalization to Other Obfuscation Types. How well
can CodeSteer be generalized to other obfuscation types?

6 Effectiveness of Model Steering (RQ1)

6.1 Output Prediction

6.1.1 Dataset, Procedure, and Metrics. For the output-prediction
task, we reuse the same benchmark construction, prompting proto-
col, and case-level evaluation setup as in Section 3. We also used
the same datasets as in Section 3: HumanEval [27] and CruxE-
val [10]. The programs in those two datasets allow us to isolate the
effect of attention steering without confounding factors such as
build failures, malware setup, missing dependencies, or unreliable
harnesses. We chose our models as in Table 2 as they are strong
open-weight code models with support for attention extraction
and inference-time steering. Moreover, they were released before
the chosen datasets, reducing the data-contamination risk. Each
case is prompted and evaluated with three independent runs under
the same decoding regime. The primary output-prediction metric
remains Pass@𝑘 . To assess the effectiveness of CodeSteer, we
define Restoration Ratio in attempt budget 𝑘 as

𝑅𝑃@𝑘 =
𝑃Obfuscated+Steering@𝑘 − 𝑃Obfuscated@𝑘

𝑃Original@𝑘 − 𝑃Obfuscated@𝑘
× 100 (12)

This measures the fraction of the obfuscation-induced performance
drop that is recovered by steering. 100% means full recovery to the
original code, values above 100%mean over-recovery (i.e., the steered
obfuscated condition exceeds the original one), and negative values
mean that steering hurts performance relative to the obfuscated one.

6.1.2 Empirical Result. As seen in Table 2, under steering, Qwen2.5-7B
reaches 77.38–90.32% on HumanEval-X and 80.43%/ 89.14% / 91.83%
onCruxEval-X; DeepSeek-6.7B reaches 74.89–89.11% and 70.25–89.63%.
That is, even under obfuscation, CodeSteer allows all four mod-
els to maintain strong output-prediction performance, with the
strongest absolute results obtained by Qwen2.5-14B and the weakest
by DeepSeek-6.7B. As seen in Pass@1, steering improves first-attempt
obfuscated performance in every setting. These Pass@1 numbers
gain translates into a substantial recovery of the obfuscation-induced
loss. At Pass@1, CodeSteer surpasses with 107.1% of the perfor-
mance for Qwen2.5-7B on the original code in HumanEval-X, recovers
69.8% of the lost performance for DeepSeek-6.7B, 88.3% for Qwen2.5-14B,
and 70.7% for DeepSeek-V2-Lite. On CruxEval-X, the restoration ra-
tios are 77.1%, 27.6%, 81.1%, and 48.6%. That is, it not only improves
obfuscated performance in absolute terms, but in many cases re-
covers a large fraction of the original-code gap, and in one setting
(Qwen2.5-7B, HumanEval-X) even exceeds the original-code baseline.

Comparing across models, two complementary patterns emerge.
First, stronger models remain stronger after steering: Qwen2.5-14B
has the best absolute performance in every setting, followed by
DeepSeek-V2-Lite, while Qwen2.5-7B and DeepSeek-6.7B remain lower in
absolute accuracy. Second, the largest relative recovery does not
always occur in the strongest model. In contrast, stronger models
already preserve more useful semantics under obfuscation, so a
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Table 2: Effectiveness of CodeSteer in output prediction (RQ1). Pass@k denotes case-coverage union across the first 𝑘 runs for

the same prompt and case tuple. Obfuscated conditions aggregate over the 4-obfuscation types. Values are percentages.

Model Dataset

Original
No-Obfuscation

Obfuscated
w/o Prompt/Steer

Obfuscated
w/. Prompt

Restoration
Ratio w/ Prompt (%)

Obfuscated
w/ Steering

Restoration
Ratio w/ Steer (%)

P@1 P@2 P@3 P@1 P@2 P@3 P@1 P@2 P@3 R@1 R@2 R@3 P@1 P@2 P@3 R@1 R@2 R@3

Qwen2.5-7B HumanEval 76.49 86.15 88.82 64.01 76.93 82.83 72.99 81.74 85.74 72.0 52.2 48.5 77.38 86.90 90.32 107.1 108.1 125.0
CruxEval 83.11 92.90 95.34 71.40 83.16 87.81 79.91 89.68 95.37 72.7 66.9 100.4 80.43 89.14 91.83 77.1 61.4 53.4

DeepSeek-6.7B HumanEval 77.74 84.84 88.40 68.29 81.43 86.47 65.91 84.52 90.08 -25.1 90.6 186.9 74.89 85.39 89.11 69.8 116.1 136.8
CruxEval 78.98 88.96 91.98 66.93 81.63 88.44 70.36 82.75 91.83 28.5 15.3 95.8 70.25 84.43 89.63 27.6 38.2 33.6

Qwen2.5-14B HumanEval 94.63 96.81 97.37 85.31 93.13 95.82 86.82 93.66 96.29 16.2 14.4 30.2 93.54 96.39 97.10 88.3 88.6 82.6
CruxEval 92.14 97.28 98.33 86.48 94.56 96.95 89.42 96.25 98.15 51.9 62.1 87.1 91.07 96.70 98.17 81.1 78.7 88.4

DeepSeek-V2-Lite HumanEval 90.31 94.78 96.08 80.18 90.62 92.37 68.00 82.35 88.19 -120.2 -198.8 -112.7 87.34 92.43 93.71 70.7 43.5 36.1
CruxEval 91.56 95.87 97.12 81.11 91.39 94.66 79.66 93.79 97.42 -13.9 53.6 112.1 86.19 93.92 95.78 48.6 56.5 45.5

Table 3: CodeSteer’s effectiveness on execution prediction

Model Dataset Orig.
Obf. no
Pr or S

Obf. w/
Prompt

Restor.
Ratio

Obf. w/
Steer

Restor.
Ratio

F1 F1 F1 𝑅𝑃𝑟 (%) F1 𝑅𝑆𝑡 (%)

Qwen2.5-7B HumanEval 36.52 33.12 27.82 -155.9 34.78 48.82
CruxEval 43.35 39.32 38.49 -20.6 42.29 73.70

Qwen2.5-14B HumanEval 40.14 38.17 36.31 -94.6 39.74 79.70
CruxEval 49.20 45.88 45.6 -8.66 47.94 62.05

fixed steering configuration has less remaining error to correct,
yielding smaller relative gains even when accuracy remains highest.
Pass@2 and Pass@3 follow the same qualitative trend as Pass@1.

We also compared CodeSteer against the prompting approach in
which we prompt a model under study to focus its attention on
the set of collected code tokens as described in Section 4.2. As seen
in Table 2, naive prompting is ineffective or less effective than
CodeSteer. Pass@1 restoration ratios with prompting are lower
in 7/8 rows or approximately the same in one row as CodeSteer.

To show its potential scalability, we chose the programs in Deep-
Mind Code Contests dataset [15] with 300-600 LOCs (10×-20×
longer than an average program in HumanEval-X and CRUXEval-
X). Among all 820 programs, Joern was able to successfully perform
slicing on 152 of them. Running Qwen2.5-7B on those programs, ob-
fuscation reduced Pass@1 from 36.0% to 33.9%, and CodeSteer re-
covered it to 35.8%, yielding a 87.8% restoration rate. Model steering
incurs no token cost. The maximum program size that CodeSteer
can process is bounded by the underlying model’s context length.

6.2 Execution-Trace Recovery

6.2.1 Dataset, Procedure, and Metrics. We use the same dataset
as presented in Section 3, which contains 3,300 output-prediction
cases in total. After removing 58 cases in HumanEval due to non-
terminating execution, we obtain 3,242 validated execution-trace
cases in total. We executed each program in the three settings (origi-
nal, obfuscated, and obfuscated code with Steering) with its input and
collected the execution trace. We compute F1 against the oracle
using longest-common-subsequence overlap. Let 𝐿 = LCS(𝑦,𝑦) be
the longest common subsequence between the predicted trace 𝑦
and the oracle trace 𝑦. We define 𝑃trace =

𝐿
| 𝑦̂ | , 𝑅trace =

𝐿
|𝑦 | , 𝐹1trace =

2𝑃trace𝑅trace
𝑃trace+𝑅trace

. This gives partial credit when a model recovers the cor-
rect execution order partially. The F1 restoration ratio is defined as

𝑅F1 =
F1trace(Obfuscated+Steering) − F1trace(Obfuscated)

F1trace(Original) − F1trace(Obfuscated)
× 100 (13)

6.2.2 Empirical Result. Table 3 shows that steering improves the
model performance on obfuscated code in every row of Table 3. For
Qwen2.5-14B, F1 rises from 38.17 to 39.74 on HumanEval and from
45.88 to 47.94 on CruxEval, with restoration ratios of 79.70% and
62.05%. For Qwen2.5-7B, F1 rises from 33.12 to 34.78 on HumanEval
and from 39.32 to 42.29 on CruxEval, corresponding to F1 restora-
tion ratios of 48.82% and 73.70%. These results show that steering
recovers part of the performance lost caused by obfuscation. Obfus-
cation also tends to add code constructs that expand the execution
trace, adding more burden on a model to reason on obfuscated code.

In Table 2, Qwen models provide the strongest and most stable
absolute performance in output prediction, with Qwen2.5-14B achiev-
ing the best results overall and Qwen2.5-7B remaining competitive
under obfuscation. For Qwen, the larger model remains stronger
in absolute F1, while the smaller model can still show substantial
recovery under steering. Steering recovers part of the execution
semantics lost under obfuscation, but the remaining difficulty is
concentrated in reconstructing the entire ordered trace and values.
Table 3 also shows that F1 scores with prompting on obfuscated
code are lower or approximately the same as the no-prompt variant,
thus largely ineffective as seen in the negative restoration ratios.

7 Sensitivity to Obfuscation Techniques (RQ2)

In this experiment, we study which obfuscation type degrades
model performance the most and which is most recoverable by
our steering. We reuses exactly the same output-prediction dataset,
prompting procedure, and evaluation metrics as in Section 6.1.
Table 4 shows that damage and recoverability vary substantially
across obfuscation types. On HumanEval-X, the largest Pass@1
drop comes from Identifier Renaming (76.49→40.20), while Control-
Flow Flattening is the least harmful (76.49→73.28). On CruxEval-X,
the largest drop comes from Dead-Code Injection (83.11→66.08),
whereas Call Indirection is the least harmful (83.11→77.16). Steer-
ing is most effective on Control-Flow Flattening for HumanEval-X
(73.28→78.71, 169.10%) and on Identifier Renaming for CruxEval-X
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Table 4: Stratified evaluation of Qwen2.5-7B model in output

prediction (𝑝𝑎𝑠𝑠@1) over the four obfuscation types.

Dataset Obfuscation Technique Orig. Obf. w/o Obf. w/ Restor.
Steering Steering Ratio

H/Eval

Dead-Code Injection

76.49

70.54 76.79 105.00
Call Indirection 72.00 75.73 83.06
Control-Flow Flattening 73.28 78.71 169.10
Identifier Renaming 40.20 78.30 104.99

C/Eval

Dead-Code Injection

83.11

66.08 77.15 64.99
Call Indirection 77.16 83.01 98.28
Control-Flow Flattening 67.84 76.08 53.99
Identifier Renaming 74.51 85.48 127.50

(74.51→85.48, 127.50%). This confirms our intuition of slice-based
steering. The weakest recoveries are Call Indirection on HumanEval-
X (83.06%) and Control-Flow Flattening on CruxEval-X (53.99%).

This pattern matches our interpretation of obfuscation. Identi-
fier renaming mainly disrupts lexical cues, so steering can recover
performance by re-centering the model on relevant tokens rather
than surface names. Dead-code injection and call indirection are
less damaging to begin with, leaving less headroom for recovery.

8 Behavior Under Obfuscation and Steering

8.1 Model-Generated Reasoning Traces (RQ3.1)

While 𝑝𝑎𝑠𝑠@𝑘 captures end-task success (as in Section 6), it does
not reveal whether these arise from computationally light, reflex-
ive responses (System 1) or from deliberate, structured reasoning
(System 2). As noted in Section 1, obfuscation is expected to remove
surface-level cues and suppress System 1 behavior, whereas steer-
ing aims to enforce System 2 reasoning. In this experiment, we
examine how these factors influence generated reasoning traces.

8.1.1 The Quality of Generated Reasoning Traces. Following the
restoration trends in Section 6, we select Qwen2.5-7B as the repre-
sentative model for a fine-grained analysis of reasoning behavior.
Among the obfuscation strategies, identifier renaming induces the
largest degradation in performance (Table 4); therefore, to enable a
more discriminative analysis, we focus on reasoning traces from this
data subset. To construct a high-confidence reasoning pool, we only
consider output prediction instances for which all three settings
(i.e., original, obfuscated, and steered) are answered correctly across
all three trials, yielding a candidate subset of 452 instances across
both datasets. Among these, we annotate six observable reason-
ing traits, grouped into three positive behaviors: (P1) step-by-step
execution reasoning, (P2) explicit state tracking or verification, and
(P3) grounding in code statements; and three negative behaviors:
(N1) surface-level lexical shortcuts, (N2) ungrounded or hallucinated
reasoning steps, and (N3) direct answers without justification.

To calibrate the annotation rubric, we manually inspect 20 sam-
ples and compare them against labels produced by Claude Opus 4.6,
observing over 98.5% agreement; we then apply the same rubric to
annotate an additional 150 samples, which are subsequently veri-
fied by human annotators. During labeling, the judge is provided
with the original code and corresponding reasoning trace for the
original setting, and with the obfuscated code and corresponding
reasoning trace for both the obfuscated and steered settings.

Table 5: Pilot reasoning-behavior label rates for original-code

reference artifacts, obfuscated plain artifacts, and obfuscated

+ steering artifacts. Values are percentages.

Reasoning Traits Orig. Obf. w/o Obf. w/
Steering Steering

(P1) Step-by-step execution reasoning 74.2 71.3 87.3
(P2) Explicit state tracking or verification 58.9 58.7 70.7
(P3) Grounded to code statements 86.5 98.0 99.3

(N1) Surface-cue or lexical shortcut 6.3 10.7 2.7
(N2) Ungrounded leap or hallucinated step 28.7 24.0 28.7
(N3) Direct answer without reasoning 16.1 2.7 1.3

Table 5 summarizes the resulting label distributions across orig-
inal programs, obfuscated variants, and obfuscated variants with
steering, reporting the fraction of the labeled cases in which each
reasoning trait appears in the rationale trace. Overall, steering-
guided generation exhibits the highest prevalence of positive rea-
soning traits and the lowest incidence of negative ones, aligning
with the relative performance trends observed across all program
variants in output prediction (Table 2). Furthermore, these results
support our broader hypothesis: obfuscation can shift the model
away from reflexive System 1 lexical matching toward more Sys-
tem 2-style reasoning; however, the plain obfuscated condition still
shows more surface-level cues or lexical shortcuts (10.7%) than
either original code (6.3%) or steered code (2.7%). This suggests
that obfuscation alone does not reliably complete that shift: when the
code becomes confusing, the model can still fall back on shallow
priors unless steering keeps attention on semantically relevant state-
ments. Steering largely recovers performance toward the original
model, but it also brings back some hallucination, as reflected by
the relatively high rate of ungrounded leap or hallucinated step.

8.1.2 The Form of Generated Reasoning Traces. To assess the form
of reasoning traces, we collect the following behavioral metrics:
(1) Reasoning Present (RP) indicates model engages in System 2–like

behavior by producing a substantive explanation (≥ 20 tokens),
(2) Direct Answer (DA) reflects System 1–like behavior, where the

model outputs an answer with little or no reasoning,
(3) Other/Unparsable (O/U) captures low-quality outputs (e.g., mal-

formed text) that do not link to coherent reasoning or answer,
(4) #Tok represents the average length of the reasoning trace (𝜇±𝜎),
(5) Avg-Stmt-Mentioned is the average number of steering-guided

statements explicitly mentioned in the reasoning traces,
(6) Stmt-Recall is the fraction of steered statements in the traces.

In this experiment, we use the stored per-run generations from
Qwen2.5-7B under all three evaluation settings.

In Table 6, for the correctly predicted instances, we can see a
clear shift toward System 2–like reasoning, as illustrated by the
increasing RP (65.0→70.8→76.3) and subsequent decreasing DA
(27.7→21.9→15.1). In these cases, reasoning length also increases
(117→135→144), indicating deeper reasoning processes. Moreover,
the number of statements in the program slice that are explicitly
mentioned in the traces is the highest with steering (on an aver-
age, 4.36 per program). From Table 6, the statement recall is 26.2%.
Thus, with 4.36 referenced statements, the model explicitly makes
references for every (4.36*100)/26.2 = 16.7 statements on average in
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Table 6: Trace-level behavioral and grounding metrics.

"RP"=reasoning present, "DA"=direct answer, "O/U"=other,

and "Tok" = avg. rationale tokens among reasoning-present

runs (reported as mean±std). The last two columns measure

steered-element grounding among reasoning-present ratio-

nales. Percentages are computedwithin the displayed correct-

ness split. Model=Qwen2.5-Coder-7B. Corr: Correct prediction.

Orig. Obf. Steer. Corr. RP DA O/U #Tok Avg-Stmt- Stmt-
Pred. (%) (%) (%) Mentioned Recall

✓ – – y 65.0 27.7 7.3 117 ± 50 2.737 16.5%
– ✓ – y 70.8 21.9 7.3 135 ± 74 2.519 19.3%
– ✓ ✓ y 76.3 15.1 8.6 144 ± 89 4.361 26.2%

✓ – – n 43.2 27.5 29.3 157 ± 93 3.091 15.1%
– ✓ – n 44.9 24.6 30.5 179 ± 102 2.796 17.3%
– ✓ ✓ n 52.2 20.5 27.3 186 ± 104 3.279 18.9%

the verbalized reasoning trace toward predicting the correct output.
The strong alignment between higher RP and improved grounding
(Avg-Stmt-Mentioned and Stmt-Recall) suggests successful predic-
tions occur when reasoning is present and is well grounded.

For incorrectly predicted instances, RP drops markedly (by 50.5%–
57.7.%–46.2%) alongside a sharp increase in O/U and trace length,
with reasoning traces also becoming less grounded (lower Avg-Stmt-
Mentioned and Stmt-Recall). This implies incorrect predictions
are associated with misdirected or incoherent System 2 reasoning.
Key behavioral differences between correct and incorrect runs are:
(1) correct predictions consistently exhibit a higher proportion
of RP (65.0–76.3%) than incorrect ones (43.2–52.2%), indicating
that successful predictions are strongly associated with coherent
System 2 reasoning; (2) incorrect runs show a much higher O/U
rate, suggesting instability or breakdown in reasoning generation;
and (3) incorrect runs tend to have longer yet ineffective rationales.
This highlights that reasoning length alone does not guarantee
correctness, and reasoning quality and coherence are critical.

Overall, these findings reveal that obfuscation reduces reliance
on System 1 behavior, while steering promotes System 2 reason-
ing; but only coherent and well-directed reasoning leads to correct
predictions. Accordingly, steering improves both the frequency of
reasoning (RP) and its quality (i.e., grounding), but only for correct
predictions. Importantly, this improvement does not arise from
simply eliciting more verbose rationales; rather, steering guides the
model to focus on code elements most relevant to the task outcome.
This underscores that effective reasoning requires not just engaging
System 2 thinking, but is grounded in the right elements.

8.2 Attention Patterns (RQ3.2)

In this experiment, we investigate the model behavioral changes at
the attention level in two transitions: (1) from running on the origi-
nal code to the obfuscated code, and (2) from the obfuscated code
to the running on the steered model. Specifically, we analyzed the
head-level attention features from Qwen2.5-Coder-7B-Instruct during
our output prediction experiment under three conditions: original
code, obfuscated code, and obfuscated code with steered model.
These features are collected as part of the experiment in RQ1, and
are stored as a per-head summary tensor for each run. For each

attention head, this tensor records the attention mass allocated to
code tokens, instruction tokens, and other tokens in the prompt, as
well as other statistics such as attention entropy and head output
norm. We then compare these head-level features in the above two
transitions. We report all features separately for the sets of correct
and incorrect instances for output prediction.

In particular, we present Cohen’s 𝑑 effect size computed from a
per-run code-bias score. For a given attention head ℎ and run 𝑛, we
define the run-level code-bias score as

CodeBiasℎ,𝑛 = attn_mass_codeℎ,𝑛 − attn_mass_instrℎ,𝑛, (14)

where attn_mass_codeℎ,𝑛 is the total attention mass assigned by
head ℎ in run 𝑛 to code-specific tokens, and attn_mass_instrℎ,𝑛 is
the total attention mass assigned to natural-language instruc-
tion tokens. Intuitively, CodeBiasℎ,𝑛 measures whether that head is
more focused on the code itself or on the surrounding instruction text
in that run. Then, we compute these run-level scores within each
group under comparison. Specifically, for groups 𝐴 and 𝐵 with 𝑁𝐴
and 𝑁𝐵 runs, we define

𝜇𝐴,ℎ =
1
𝑁𝐴

∑︁
𝑛∈𝐴

CodeBiasℎ,𝑛, 𝜇𝐵,ℎ =
1
𝑁𝐵

∑︁
𝑛∈𝐵

CodeBiasℎ,𝑛,

and let 𝜎𝐴,ℎ and 𝜎𝐵,ℎ denote the corresponding standard devia-
tions of the run-level CodeBias scores within each group. We then
compute the pooled standard deviation

𝑠𝑝,ℎ =

√︄
(𝑁𝐴 − 1)𝜎2

𝐴,ℎ
+ (𝑁𝐵 − 1)𝜎2

𝐵,ℎ

𝑁𝐴 + 𝑁𝐵 − 2

and define the head-level Cohen’s 𝑑 score as 𝑑ℎ =
𝜇𝐴,ℎ−𝜇𝐵,ℎ

𝑠𝑝,ℎ
.

Cohen’s 𝑑 is a standardized effect size. Positive values mean
that the first-named condition in the comparison is relatively more
code-focused at that head, whereas negative values mean that it is
relatively more instruction-focused.

As shown in Figure 3(a), for the correctly predicted cases, the
last four layers contain a noticeably higher density of dark red
heads. This indicates that, under obfuscation, the model’s late lay-
ers allocate substantially more attention to code tokens than to
other tokens. In contrast, this pattern is largely absent in the in-
correct cases. This observation is consistent with our finding in
RQ2.1: obfuscation shifts the model toward stronger focus on code
elements, encouraging a more statement-by-statement reasoning
style analogous to System 2 reasoning in humans.

We next examine the change from the non-steered obfuscated
runs to the steered runs in Figure 3(b). For the correct cases, the
overall code-focused trend remains, but steering refines this broad
shift into a more selective head-level pattern, with some already fo-
cused red heads becoming even darker. That is, our steering-guided
inference does not simply make all late-layer heads attend more
strongly to code. Instead, it concentrates stronger code-focused
attention into a smaller subset of late-layer heads, while allowing
other heads to remain more sensitive to instruction tokens.

By contrast, the incorrect cases appear more diffuse and less
selectively organized. Their pattern is spread more evenly across
layers and heads, with muchweaker concentration on a specific sub-
set of late-layer heads than in the correct cases. This suggests that
successful reasoning is associated not only with stronger attention
to code, but also with a selective allocation of that attention.
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(a) Obfuscated run𝑉𝑆 Non-Obfuscated run (b) Steered obfuscated run𝑉𝑆 Non-Steered Obfuscated run

Figure 3: Attention-level behavioral changes. Each heatmap reports a head-level code-minus-instruction Cohen’s 𝑑 map for the

correct and incorrect sets under one pairwise contrast. Positive values indicate the relatively more code-focus at that head.

9 Other Obfuscation Type Generalization (RQ4)

Empirical Setting. To evaluate CodeSteer’s generalization po-
tential, we chose four new types of obfuscation. First, in the opaque-
predicate obfuscation, a deterministic guard is added to preserve
the original execution path while introducing a syntactically plausi-
ble decoy branch. For example, a direct statement such as realCode();
can be wrapped as if ((x*x+x)%2==0) realCode(); else decoy();. This
transformation tests whether the model can ignore an irrelevant
but plausible branch without treating the decoy as the semantic
target. Second, the loop transformation obfuscation preserves the
iteration order but changes the loop structure. For example, a for

loop is rewritten as a while loop with separated initialization and
update logic. Third, the branch inversion obfuscation negates the
predicate and swaps the branch bodies, e.g., rewriting if (c) A else

B as if (!c) B else A. This transformation preserves control-flow
semantics but requires the model to track predicate polarity cor-
rectly. Fourth, the arithmetic/boolean rewriting replaces direct
expressions with equivalent algebraic or bitwise forms. For example,
a+b can be rewritten as (a^b)+2*(a&b). This preserves the computed
value but forces a model to recognize semantic equivalence.

From each dataset (HumanEval-X and CruxEval-X), we randomly
sampled 10 eligible snippets for each of the above obfuscation types,
ensuring that each obfuscation type can be applied to the selected
code, yielding 80 additional code instances with 320 input-output
prediction cases. Each transformed variant is validated against the
original oracle so that the evaluated behavior remains unchanged.
We used Qwen2.5-Coder-7B-Instruct as in the experiment in Section 7
and recorded the evaluation metrics for the original, obfuscated,
and obfuscated-with-CodeSteer settings.

Empirical Result. As seen in Table 7, CodeSteer improves opaque-
predicate cases from 63.75% to 71.25%with a restoration ratio of 75%.
This result shows that the static slice prior does not pre-determine
which branch the model should take, yet helps it focus on the
output-deciding branches, steering the model from drifting toward
the decoy branch. Interestingly, CodeSteer makes the model per-
form even better than itself on the original code (74.58% vs 73.75%).
Loop transformation spreads the same loop-carried state across
different ways of initialization, guard, and update statements. This
shows that our static prior does not presolve the loop iteration, yet
it helps a model keep its reasoning about statements in the loop

Table 7: Output prediction effectiveness on additional obfus-

cation types; values are P@1 aggregate accuracies (%); Obf.

w/ Steering: steered model on obfuscated code (RQ4)

Obfuscation Technique Orig. Obf. w/o Obf. w/ Restor.
Steering Steering Ratio

Opaque Predicates

73.75

63.75 71.25 75.00
Loop Transformation 67.50 74.58 113.28
Arithmetic/Boolean Rewriting 67.19 67.08 -1.68
Branch Inversion 71.07 70.83 -8.96

Input. Case 1: assert(f("flak") == false). Case 2: assert(f("aa") == false).

1 List<Character> ls = new ArrayList<>();
2 int position = 0;
3 while (position < w.length()) {
4 ls.add(w.charAt(position));
5 position++;
6 }
7 StringBuilder omw = new StringBuilder();
8 for (; !ls.isEmpty();) {
9 omw.append(ls.remove(0));
10 if (ls.size()*2 > w.length() &&
11 w.substring(ls.size()).equals(omw.toString()))
12 return true;
13 }
14 return false;

Baseline: “For the input ‘flak’, this condition is not met during any iteration... Since the condition
is not met and the list is emptied, the function returns ‘false’.”
CodeSteer: “The input string is ‘flak’... the condition ls.size() * 2 > w.length() is
never met, and the function returns false.”

Figure 4: Loop-transformation reasoning trace example

structurally connected to the queried output. Table 7 also shows that
static priors do not help for arithmetic/boolean rewriting (67.19% vs.
67.08%) and branch inversion (71.07% vs. 70.83%). These obfuscation
types mainly change the semantic meaning of a single expression
or predicate. Thus, the static priors across statements do not help.

A case study. Figure 4 shows a loop-transformation case study
(others can be found in project’s page [1]). The transformation
splits the loop state across a list-building loop and a consuming
loop (while to for at line 8). As seen in the reasoning traces: without
steering, the model correctly follows the helper return value but
loses the task mapping from helper return to the assertion predicate,
while steering keeps the loop-state reasoning connected to the final
assertion being evaluated, leading to correct output prediction.
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Obfuscated C vulnerability-trace case study

Concrete input: AAAAAAAAAAAAAAAAAAAAAAAA (24 characters).

1 #include <stdio.h>
2 #define X1 16
3 #define X2 128
4 int z9(const char *q) {
5 char a[X1];
6 int b = 0, c = 0, d = 0;
7 for (;;) {
8 if (!(q[d] != '\0')) break;
9 char e = q[d];
10 b += (e >= '0' && e <= '9') ? (e - '0') :
11 (e >= 'A' && e <= 'Z') ? 2 :
12 ((e ^ e) + 1);
13
14 *(a + d) = e;
15
16 if ((d & 1) && !(d & 1)) {
17 b += 999;
18 }
19 d++;
20 }
21 *(a + d) = '\0';
22 c = ((b ^ 21) < (b ^ 1)) ? 1 : (b > 20);
23 int (*p)(const char*, ...) = printf;
24 (c ? p : p)(c ? "High score.\n" : "Low score.\n");
25 p("Copied string: %s\n", a);
26 p("Score: %d\n", b);
27 return c;
28 }
29
30 z9((const char *)(y + 0));

Output from the LLM without steering

“The input string is treated as having length 28, and the local buffer a in z9 is
treated as having capacity 16. The loop continues copying characters into a[d]
until d reaches 28, so the input is considered much larger than the destination
buffer. **Execution trace:** [30, 31, 32, 33, 5, 6, (7, 8, 9, 10-12, 14, 16, 19) x16, 7, 8, 9,
10-12, 14] The program may crash or behave erratically before producing reliable
later output. Execution stops at the write on ‘L019‘ when ‘d = 16‘, because that is
treated as the first buffer-overflow point.
Output: Enter text: The program may crash or behave erratically before pro-
ducing reliable later output.”

Output from the LLM with CodeSteer

“The z9 function processes the input character by character until the null termi-
nator is encountered. The local buffer a has size 16, but the concrete input is 24
characters long. When the index reaches 16, the next character write goes past the
end of a, and after the loop the terminating NUL write also lands out of bounds.
The score accumulator still reaches 48, so the score branch is High score., and
the print sink is reached even though the copied string itself is no longer reliable
after memory corruption. Execution trace: [30, 31, 32, 33, 5, 6, (7, 8, 9, 10-12, 14,
16, 19) x24, 7, 8, 21, 22, 23, 24, 25, 26, 27, 35] Conclusion: The input length is 24,
the destination buffer capacity is 16, the sink is reached, the character copy writes
past the end of the buffer, the terminating null byte also writes past the end of the
buffer, and the overall result is a buffer overflow.

Figure 5: Buffer-overflow vulnerability analysis

10 Case Study on Vulnerability Analysis

In this section, we present a case study on howwe used CodeSteer
to perform vulnerability analysis on an obfuscated C program with
buffer overflow. In Figure 5, the code was obfuscated with alpha-
renaming. The local buffer a has capacity 16, yet the input has
24 characters. We used Qwen3-Coder-30B-A3B-Instruct in two settings:
regular inference and slice-guided steering. Without steering, the
model recognizes the presence of a memory-safety issue, but its
reasoning diverges from the concrete execution. Specifically, it over-
estimates the input length from 24 to 28 characters and retreats

to a generic crash explanation rather than maintaining the precise
vulnerability-relevant execution trace in the program. However, via
static analysis, the slice prior emphasizes the vulnerability-relevant
dataflow around the local buffer a, the loop index d, the copy write
*(a + d) = e, the terminating null write *(a + d) = ’\0’, and the
relevant statements needed to determine if execution reaches these
out-of-bound writes. With steering, the model preserves the cor-
rect input length and buffer capacity, traces the copy loop to the
first out-of-bounds write, and correctly identifies the final NUL
terminator write as a second out-of-bounds access.

11 Related Work

Code Obfuscation and Program Comprehension [5, 6]. Nguyen et
al. [17] reported that obfuscated code reduces humans’ accuracy in
output prediction and induces a cognitive shift from memory-based
reasoning (System 1) to slower, analytical reasoning (System 2).

LLMs for Code Understanding. LLMs have achieved strong perfor-
mance across a wide range of code-related tasks [2, 9, 11, 18, 22]. We
show that LLMs often rely on surface-level patterns, e.g., identifier
names and common idioms, rather than deep semantic reasoning.

LLMs under Obfuscation. Nikiema et al. [19] showed that perfor-
mance degrades significantly as obfuscation complexity increases.
Similarly, Le et al. [13] studied how removing meaningful naming
and structural cues affects LLM reasoning. PoorCodeSumEval [12]
evaluates model robustness under degraded code readability, in-
cluding obfuscation-like transformations. Fang et al. [8] examined
LLMs’ effectiveness in code analysis tasks such as deobfuscation.

Attention Steering in LLMs. In PASTA [25] and AutoPASTA [26],
reweighting attention toward selected tokens can improve model
faithfulness and reasoning performance. However, these approaches
are largely task-agnostic and do not leverage program semantics.

Static Analysis. Static analysis aims to estimate program proper-
ties over all possible inputs. [3, 4] In contrast, we position CodeSteer
as a data-driven static emulation that is complementary. Rather than
seeking input-independent guarantees via engineered abstract do-
mains, it predicts the most likely concrete, per-input execution.

12 Threats to Validity and Conclusion

Internal validity. Threats include errors in the obfuscation pipeline,
slice construction, and steering implementation. Results may de-
pend on prompts, calibration choices, and hyperparameters.

External validity. Our study is limited to a small set of LLMs, and
benchmark tasks focused on output and execution prediction. The
findings may not fully generalize to other languages, obfuscation
types, security workflows, despite the promising case study in C.

Construct validity. Our tasks do not cover all aspects of program
comprehension. Our slice is an approximation of semantic relevance
rather than a fully sound one, so the results are viewed as evidence
of improved task reasoning rather than full code understanding.

CodeSteer combines program analysis with attention steering
to recover the performance that LLMs lose under obfuscation in var-
ious tasks. Our behavioral analysis suggests that steering helps shift
the model away from System 1’s lexical shortcuts and toward more
System 2, code-grounded stepwise reasoning under obfuscation.

13 Data Availability Statement

All code and data is available at [1].
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